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Identity First Districts Are Safer, Faster and Easier to Run
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3,200+ school systems
K12 & Higher-Ed , 39 countries, 16 languages

6 statewide deployments
6,000+ single sign-ons

2,800+ vendor integrations



What is ClassLink?
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Usage Reports

Analytics

LaunchPad
Single Sign-on, MFA
Identity Management



Includes
Password
Reset

You choose

FacesQuickCard

MFAPassKey

Sign-in to ClassLink

Microsoft
Entra



Type Available on ClassLink Students Teachers Users with elevated 
permissions

Something 
you know
secret knowledge

Challenge/ Response

6-digit pin

Image select

Something 
you have

confidential 
possession

SMS text

Mobile auth app

Hardware fob

Something 
you are

biology

Fingerprint [on mobile]

Facial recog (IR) [on mobile]

MFA Best Practices



Security & Privacy
FERPA, COPPA, GDPR Compliance 
Student Privacy Pledge
Student Data Privacy Consortium (SDPC)
Classlink.com/privacy Tr
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y Internal/External Penetration Testing
Secure by Design, iKeepSafe.org
Audits: SOC2, CSA STAR, ISO 27001 
Cyber Insurance



ADA Compliance
Web Content Accessibility Guidelines 
WCAG 2.1 Level AA   www.w3.org/TR/WCAG20/

Level AA required by Section 508 and 
Dept of Ed regulations
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Certification Audit

http://www.w3.org/TR/WCAG20/


World class service standards

Commitment to accountability 

ISO 20000-1 Certification

World Class Service
Service Level Agreement

Project management

Telephone supportTr
us
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AD

Classroom*

Teams*

*Requires ClassLink Roster Server

SIS

HR

OneRoster

ODBC

Google
Sheet

Sources Destinations

OneSync
Server

O365/
Entra ID

Google

CSV



Custom Export

SIS

HR

OneRoster

Custom Online resources, productivity
tools, & management systems

Sources Apps

API

OneRoster

Roster
Server



CSV

SIS

Roster
Server

Custom

Sources Platforms

OneData API

EdFi

Assessments

CSV

API

EdFi

Data 
Warehouses

Dashboards

Accountability
Platforms

Adaptive
Learning



Advanced Identity 
& Access Management



IP-Based Protections

Allow or block logins based on IP
Set rules for individual IPs or CIDR ranges

Give rules convenient names

Auto IP block based on suspicious activity 
Review suspicious IPs to confirm or override the block

MFA bypass based on IP



Security Roles

1. Create a role 
2. Select powers (access permissions)
3. Apply to members (groups and users) 

Assign powers 
to groups and users

CREATE SELECT APPLY



Self-service for creating & managing new accounts

New users automatically claim AD accounts, 
avoiding manual password distribution

Custom challenge questions by role

Rich text EULA/policy acknowledgement

Automatic updates from any source by CSV, 
including OneSync

Streamline onboarding and reduce support tickets

Account Claiming



Auto Expiration 
No more orphaned user accounts lingering in your environment.

Account Requests 
& Approvals

Account Sponsorship



Passkeys

No password required. 
The first step to a passwordless future.

Phoneless MFA

Faster Login

More Secure



Agreements

Prevent logins without policy 
acknowledgement 

View reports on accepted/declined 
acknowledgements

Quickly distribute information to 
target audiences

Assign agreements such as AUPs to profiles, groups, or users



Different logins from same IP

Failed login attempts

Failed password recovery attempts

New reports for high risk events

Advanced Threat Detection



DataGuard



Full mask
32 random characters

Short mask 
Select length 

Smart mask
Original + mask

Original Watts

plt24338h4876jul83017hoplk294n7q

plt2433

Watplt24

DataGuard Options
LAST NAME:

LAST NAME:

LAST NAME:

LAST NAME:



Analytics +



ClassLink Analytics+
Understand and share true usage metrics

Analyze all usage 
on school devices

*Includes native app usage

*



AppTrack



REQUESTS
Structured workflow for proper evaluation

SECURITY
Cybersecurity and compliance checks before classroom use

INTEROPERABILITY
Confirm new resources work with existing standards & infrastructure

BUDGET
Monitor spending from the start, no surprises later

PROGRESS
Clear status visibility, from submission to decision



ThreatScan



ThreatScan

Find exposed credentials 

Receive security alerts

Require password resets

Monitor your domains

Know your risk

Catch exposed accounts before hackers strike



OneData



SOURCES DESTINATIONS

ONEDATA
ED-FI DATA STANDARD



Lee Williams
Lee.Williams@ClassLink.com

480-239-1398
www.classlink.com


